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Security Update:  Top 3 Mobile Application Security Vulnerability 

Categories for Business 

Communication is the life blood of a business. For businesses with customers and employees on the go, 

communication is often done through mobile devices. No longer simple devices, they handle emails, phone 

calls, text messages, internet browsing, banking, recreation and more. With the increased utilization of 

mobile devices, securing mobile applications has become a necessary step to help preserve the integrity, 

confidentiality, and availability of data and communications for the business and its customers. 
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THE MOBILE APP INDUSTRY 

     Communication is the life blood of business. For businesses with customers and employees on the 

go, communication is often done via mobile devices. No longer simple devices, they handle emails, 

phone calls, text messages, Internet browsing, banking, recreation, and more. With increased utilization 

of mobile devices, securing mobile applications is a critical step to preserving integrity, confidentiality, 

and availability of data and communications for the business and its customers. 

SECURE DEVELOPMENT 

Mobile application development is still a growing industry and due to such rapid growth, many 

developers are new and inexperienced and may not fully understand the steps to developing secure 

mobile applications. Even if a developer is familiar with secure development on one platform, developing 

on another platform can require different security best practices and techniques. 

To help security analysts and developers learn about mobile application security flaws, the OWASP 

Foundation has created a list of the ten most common mobile application vulnerability categories. The 

mobile list hopes to follow the success of the similar OWASP Web Application Top 10, which has been an 

important resource for the application security industry. In the table below, the top three categories are 

listed from the Mobile Top 10. 

M1 IMPROPER PLATFORM USAGE Not properly utilizing device security controls or features 

M2 INSECURE DATA STORAGE Vulnerabilities involving the security of data at rest 

M3 INSECURE COMMUNICATION Vulnerabilities involving the security of data in transit 

Copyright © OWASP Mobile Top 10, top 3 vulnerability categories 

TOP THREE VULNERABILITY CATEGORIES 

Details of the three categories are described below. More information about these categories and the 

remaining seven can be obtained from the OWASP Mobile Security Project via their website 

https://owasp.org. 

 

https://owasp.org/
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M1 IMPROPER PLATFORM USAGE 

Improper Platform Usage occurs when an application doesn’t properly use a platform’s features or 

permissions. The features or permissions may be incorrectly implemented or may not be utilizing the 

features. The following tables show a sample of popular platform components that may be abused. 

Apple iOS™ Examples 

 

KEYCHAIN 
The keychain securely stores passwords, keys and certificates by encrypting 
the data and performing access control. Developers can determine when this 
data should become accessible and if the data can be transferred between 
devices. 

 

TOUCH ID 
When an iOS user uses their finger to gain access to an application, they’re 
using Touch ID. Developers have the choice of using the keystore to store the 
fingerprint and provide access control (secure), or to use the 
LocalAuthentication framework (can be bypassed). 

Google Android™ Examples 

 

INTENTS 
Android Intents are the messaging objects used to request an action from 
another app component. Developers can set intents to be private or public 
and set to only receive communications from other applications from the 
same organizations. Intents that are unintentionally marked public may allow 
unauthorized execution or display sensitive information. 

 

FILE PERMISSIONS 
If developers don’t properly restrict access to program files, it’s possible for a 
malicious party to read or overwrite data. Overwritten data can allow a 
program to execute arbitrary code and can lead to a credential theft. 

RECOMMENDATION: 

Developers should familiarize themselves with guidance and best practices published by their respective 

platform. For convenience, links to the developer guides for Apple and Android are included below. 

Android https://developer.android.com/guide/  

Apple https://developer.apple.com/documentation/  

 

 

 

 

https://developer.android.com/guide/
https://developer.apple.com/documentation/
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M2 INSECURE DATA STORAGE 

One of the founding philosophies in cyber security is to never trust the client. In this instance, the client 

shouldn’t store sensitive information. Sensitive information includes credit card numbers, internal server 

information, passwords, and PII. 

The table below shows some common areas where sensitive information can be stored. With Executables, 

memory, and logs, developers may not be aware sensitive information is stored. 

EXAMPLES OF WHERE INSECURE DATA CAN BE STORED 

• Configuration Files • Executables 

• Logs • Local Databases 

• Memory • Cookie Stores 

• Cached App Files •  

RECOMMENDATION: 

Developers should be aware of where and how they are storing sensitive information. If sensitive 

information needs to be stored on the client, it should be properly encrypted. 

M3 INSECURE COMMUNICATIONS 

When mobile application developers are designing a mobile app that will be installed on a mobile device, 

they most likely will need to use a protocol to communicate with a back-end server to send and retrieve 

information. Communication should be over an encrypted channel using a modern algorithm and 

protocol. 

RECOMMENDATION: 

Developers should be aware of how their applications communicate. In cases where encryption is used, 

developers should ensure TLS certificates are valid, from a trusted certificate authority, use a 

cryptographically secure algorithm, and use an updated version of TLS (1.1, 1.2 or 1.3). Developers should 

also investigate techniques like certificate pinning to see if it can improve the security posture of their 

application. 

PREVENTION AND DETECTION 

Communication is vital to businesses and their customers. Properly managing the risks associated with 

mobile applications is critical to minimizing an organization’s overall risk. To best secure an organization, 

proper prevention and detection are necessary. 

 

 



© 2018 enableIT®, LLC 

Author retains full rights. 

4    
  

PREVENTION 

The best way to minimize risk for an organization is to prevent it wherever possible. To do this an 

organization should use developers who know secure software development and the platforms they’re 

designing for, as well as the platforms’ vulnerabilities. Security should be integrated into the entire 

software development lifecycle and not treated as a final checkbox before deployment. This means 

giving developers time and resources to properly learn and implement security features for the 

application. 

DETECTION 

Unfortunately, it’s not possible to prevent all risk. Developers are human; settings can change; projects 

get rushed; and budgets shrink. All these factors play a role in introducing security risk. Even if a project 

enters production with no risk, new software vulnerabilities and best practices can alter the risk of an 

existing application. It’s important to have a good auditing resource that stays on top of the latest 

security trends and can help identify vulnerabilities, risk, and provide remediation guidance. 

ABOUT PRESCIENT SECURITY AND ENABLEIT 

Since its inception in 2009, Prescient Security, a fully owned entity of enableIT, LLC, has grown into a 

team of 200+ security consultants with offices in New York, San Francisco, and Toronto. Prescient 

Security has helped Fortune 500 companies to transcend a holistic view of their risk strategy by 

encompassing both cyber security operations and financial risk platforms. 

Prescient Security offers business, management, and technology consultant-led services in: 

• Financial Risk (Credit & Market Risk, Operational Risk, Liquidity Risk) 

• Cyber Security (Offensive and Defensive Security) 

• Data & Analytics (Structured and Unstructured Data) 

Technology disruption and economic disintermediation are forcing executives to take on more risks to 

create more value for their customers. As a risk advisory, our mission is to improve risk resilience and 

secure clients’ business offerings. 


